SANITIZATION OF PERSONAL DIGITAL ASSISTANTS (PDA) AND CELL PHONES

POLICY

NOAA will sanitize all Personal Digital Assistants (PDA) and Cell Phones in accordance with the
recommendations of NIST Special Publication 800-88 prior to re-use or disposal of the items. NOAA
considers all PDAs and Cell Phones to potentially contain Personally Identifying Information (PIl), and
considers this information to be at a Moderate level of sensitivity.

GENERAL REQUIREMENTS

Transfer within NOAA — If a PDA or Cell Phone is transferred outside of the Line Office or immediate
program area, the device must be cleared / purged prior to the transfer. A technical contact (Help Desk,
Sys Admin, etc.) must either perform the wipe on the device or verify that the device is wiped clean prior
to turning the device over to the Property Custodian or Property Contact. Within a Line Office or
immediate program area, the transferor’s supervisor may authorize transfer without clearing.

Transfer outside of NOAA — If the PDA or Cell Phone is to be transferred outside of NOAA (including
disposal), the device must be cleared / purged and then subjected to physical destruction prior to transfer
outside of NOAA. A technical contact (Help Desk, Sys Admin, etc.) must either perform the wipe on the
device or verify that the device is wiped clean prior to turning the device over to the Property Custodian or
Property Contact.

RESPONSIBILITIES
The following persons and organizations have responsibilities for implementation of the policy:

Assigned Users, or COTRs of assigned users who are contract personnel, shall be responsible for
clearing / purging of all user information from the PDA or Cell Phone when the device is no longer in use.

LAN Help Desks shall maintain sufficient expertise on PDAs and Cell Phones to provide support to
Assigned Users in the clear / purge process.

Property Custodians / Contacts shall seek appropriate assurance from the assigned user that the PDA or
Cell Phone has been cleared / purged prior to transfer to another assigned user or to the excess process.

OCAQ Excess Property Office will be responsible for the physical destruction of PDAs and Cell Phones
prior to the ultimate disposal of the device and transfer to an entity outside of NOAA.




